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Abstract: in cyber-physical systems, the advent of the Internet-of-Everything revolution has opened the doors to
security vulnerabilities never considered before. New threats affect device sensors at both the analog and physical
property layers. Examples of attacks include: sound waves, which can crash drones by affecting gyroscopic sensors;
jamming attacks, which may prevent automated driving system from detecting objects; and electromagnetic
interference, which induces signals into pacemakers to alter their behaviour. These examples highlight how an
adversary who can adulterate the signals output by a sensor can trick a secure operating system into processing, or
worse, signing false sensor data. Current research objectives are to help hardware and software engineer designers to
understand these vulnerabilities and to provide hardware and software solutions to ensure the trustworthiness of the
data output by sensors. In the talk models will be described that help to understand how and why intentional acoustic
interference causes unusual errors in the mechanics of magnetic hard disk drives, leading to damage to integrity and
availability in both hardware and software. Then, models will be highlighted that help to cope with sensor-related
issues, mitigating or compensating sensor signal errors induced by acoustic interference
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